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Current national scenario on elD

PKI digital certificates are the most common soluti on for
elD, as well as for digital signatures

Lively market for CAs: 12 recognised CSPs by the
Ministry of Industry as QC issuers: Public and priv ate CSP

Since 2006: Issuing of a National elD smart card

Important uptake in the usage of QC in recent years
more than 10 million QC already issued

Killer application since 2000 is the Tax declaratio  n. Early
return of payments if submitted over the internet ( 10 days)




The national elD card.

National eID (DNle) is the way forward from the trad  itional paper-
based National Identity Card

Universal and mandatory Spanish identification card since 1937
and Schengen Territory Travel Document

The card has been evaluated and accredited as CWA 1 4169
compliant by the National Certification Authority. “DNIe exceeds
CWA 14169, EAL4+, as required by EU for SSCD”

The Certification Authority is the Police Directora  te, dependant on
the Ministry of Interior Affairs

The roll-out phase has recently finished and hasre  ached more
than 240 Police offices to date. In fact, 500K elD ca rds issued
monthly

Two digital certificates inside the chip:

One for authentication
One for electronic signature



The challenge: multiple scenario for PKI infrastruc tures

As a summary, important uptake of QC in Spain. This leads to a
complex scenario of more than 70 types of QC availa  ble in the country

National CAs Unmanageable and non-rational
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The challenge: technicalities.

Technical challenges
- Accept certificates from many CAs
- Install and maintain software for the:

-validation of the authenticity and integrity of the whole chain
and final certificate

-interpretation of the content of the certificate
-verification of digital signatures (crypto verifica tion)

The technical complexity increases as the number of CAs
increases

The number of integration software components neede d to process
the certificates increases accordingly



4. Launch of the national Multiple-PKI Validation m  ain goals

Since elD and digital signatures are key enablers to establish secure eGOV services,
the aim was to create a Broker of CAS or Validation Platform (VP) allowing
eGovernment Applications to verify the status of all the qualified certificates and
eSignatures created in the country

Cost-efficient and rational
model for interoperability!
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@firma license model

Example of a framework for SW re -use in a collaborative environment _: SW
developments were initially carried out by Andalusi an Regional Government.
Later on, the code was released to the Ministry of Public Administration for
the development of new functionalities to set-up a central VP

Today, only one SW development line  led by the Ministry of Public
Administration

@firma follows a shared ownership licensing model for all Public Bodies of
the country

oPublic Bodies can decide on future functionalities for the
services provided by the Central Platform (Model 1)

0Also entitles Public Bodies to be licensed to insta Il @firma main
SW distribution line  in case they want to set-up an own VP (Model
2)
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Model II: Federated / Distributed

» A Central Platform and several
regional @firma platforms
federated through SOA protocols

« Since @firma follows a shared
ownership model, any Public Body
can be licensed to install the main
SW distribution for setting-up an
own VP

« Updated releases from the main
line are distributed to Federated
Platforms for services upgrading

@ Federation by the exchanging of
XML signed tokens :

+Referral requests between VA
Platforms

+ Certificates Policies
+Accounting

# Trust-service Status List
(ETSI TR 102 030)
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Use of open standards and protocols

Certificate Validation Services are accessible via Web Services interfaces or OCSP
protocol (RFC 2560)

Use of open standards and interoperable technologie s to facilitate the access to
the services: currently under development WS compli ant to DSS OASIS profiles for
Digital Signature Validation. eSig is included in the Binary Security Token defined
by WSS 1.0 of OASIS

WS compliant to OASIS Basic Profile v1.1 for WebServi  ce Interoperability (WS-I)
and also WSS

Signature verification service: Verification of PKI -based digital signatures

- Acceptance of various European signature formats: C MS, XADES, CADES,
ODF

- Next year, new WS service will allow for the upgrad  ing from basic
signatures formats to long-term ones (such as CADES  /XADES-C, -X, -XL, -A)
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Conclusions

1) The VP is a cost-efficient and time-saving servi _ce providing elD and
electronic signature features in a simple way. Inf  act, it prevents Public
Bodies from investing in validation SW modules and other communications-
related infrastructures needed to interconnect eGOV systems to every
qualified CSP. There is no need for implementing ad  ditional technologies
for eSig creation/validation-related processes

2) For all above-mentioned, Central Service model o f VA is the preferred
solution (nearly 200 eGOV applications-users and 1 million monthly
transactions)

3) As for model 2 is related, Public Bodies prefer the current licensing
model to a fully open-source one. This is due to the advantages of having a
central development line maintained and supported b  y a unique partner
(Ministry of Public Administration), instead of man y development lines.
Public Bodies can participate in discussions about future enhancements or
new functionalities for the Central Platform




More Information

e On the national elD card:

* On the Multiple PKI Validation Platform

o http://www.ctt.map.es
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